CESOP test environment API Reporting Guide
Guide to reporting in the test environment via system to system (API)
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[bookmark: _Toc156827463][bookmark: _Hlk152073429]1. Purpose of the guide
This guide is aimed at financial businesses (payment service providers (PSPs)) [footnoteRef:1] which facilitate cross-border payments. PSPs must report their cross-border payments in XML format to the Danish Tax Agency (Skattestyrelsen), which forwards the data to a central EU database, CESOP-EU[footnoteRef:2]. [1:  Payment Service Provider]  [2:  CESOP (Central Electronic System of Payment Information) is a system maintained by the European Commission for collection of cross-border payment transaction data collected by the Member States from PSPs.] 

The purpose of this guide is to describe how to use the CESOP-DK test environment API solution for testing before submission to the production environment is commenced. It is a technical guide that doesn’t provide guidance on the reported data or their format. For guidance on these areas, reference is made to the general reporting guide.

[bookmark: _Toc156827464]2. Requirements before the test environment API can be accessed
Before you can access the test environment via the displayed APIs, you need to obtain a test certificate from NETS. Guidance on how to obtain an OCES test certificate can be found in the file below. The guide is only available in Danish.



Once the test certificate has been obtained, the business must be created in the security solution of the Danish Customs and Tax Administration (Skatteforvaltningen). To be created, you need to submit the following data:
· Name of organisation: ‘Name of the testing business’
· CVR number: ‘CVR number of the testing business’
· Subject UUID: ‘UUID on the certificate’
The data is sent to CESOPDK@sktst.dk. 
If you want to report on behalf of others, you must state this together with your submission of the above information. If you have already registered a testing business in DCS65 on behalf of which you wish to report, you must state the CVR number of this testing business.

[bookmark: _Toc156827465]3. Reporting to the test environment
[bookmark: _Hlk149746119]Before reporting in the test environment, we recommend that the test file is validated using the validation module provided by the EU. The validation module and guide can be found at the EU’s web page on CESOP. https://taxation-customs.ec.europa.eu/taxation-1/central-electronic-system-payment-information-cesop_en

[bookmark: _Toc156827466]3.1 Reporting flow
To be able to submit data to CESOP and obtain receipts and validation reports etc. from CESOP-DK, you have to make 2 calls.
First, you call Billetautomaten with the test certificate that is submitted to the Customs and Tax Administration. You will need the client ID: cesop API.
Billetautomaten returns a JWT, which you use as Bearer Authentication in the call to CESOP-DK, which is the second call.

[bookmark: _Toc156827467]4. API specifications
[bookmark: _Toc156827468]4.1 API specification for calls to Billetautomaten
The API specification for the call to Billetautomaten can be found below:



Please note that the specifications comprise both the test environment and the production environment. Request body has been described with examples for 1) when data is reported on your own behalf, and 2) when data is reported on behalf of another party.
The specification can advantageously be seen in: https://editor.swagger.io/

[bookmark: _Toc156827469]4.1.1 API specification when reporting on behalf of others
The API specifications embedded above also contain specifications of how calls are made to Billetautomaten when work is done on behalf of another party.
The functionality is expected to be deployed to the test environment in late November 2023.

[bookmark: _Toc156827470]4.2 API specification for calls to CESOP-DK
The API specification for the call to CESOP-DK can be found here: https://api.cesop.tfe.skat.dk/api/v1/spec
Please note that the specification comprises both the test environment and the production environment.
The specification can advantageously be seen in: https://editor.swagger.io/
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Billetautomaten API SPEC.txt
openapi: 3.0.1

info:

  description: |-

    API for issuing Billetautomat (BAT) JWT tokens to authenticate the caller, for use 

    with services published by CESOP-DK.



    This API specification supplements the CESOP instructions found at [www.skat.dk/CESOP](https://www.skat.dk/CESOP)

  title: BAT Token Issuer

  version: 1.0.0

servers:

  - description: PROD

    url: https://oces.billetautomat.skat.dk

  - description: TFE

    url: https://oces.billetautomat.tfe.skat.dk

tags:

  - name: token

    description: Issued by BAT

paths:

  /auth/realms/oces/certificates/cert:

    post:

      tags:

        - token

      description: |-

        Request a BAT token authenticating a valid OCES certificate identifying the caller, used when establishing the mTLS connection.



        **NOTE:** It is a prerequisite that a valid OCES certificate identifying the caller

        is being used for establishing the mTLS connection with the BAT endpoint.

      operationId: RequestToken

      requestBody:

        description: Request a BAT token

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/TokenRequest'

            examples:

              "self":

                description: The caller is identified af 'self'

                value:

                  client_id: cesop-api

                  nonce:   cdf29e73-0b06-4ee8-8ee4-09a383c8361a

              "on behalf of company":

                description: The caller is identified as calling on behalf of another party

                value:

                  client_id: cesop-api

                  paa_vegne_af_se: 88664422

                  nonce:   cdf29e73-0b06-4ee8-8ee4-09a383c8361a

      responses:

        "200":

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/TokenResponse'

          description: A BAT token for the authenticated caller

        "400":

          content:

            text/html:

              example: A description of error

          description: Invalid values was provided as parameters for the request

      summary: Request BAT token

components:

  schemas:

    TokenRequest:

      required:

        - client_id

        - nonce

      type: object

      description: BAT token request parameters

      properties:

        client_id:

          type: string

          description: ID used to identify the context for the issued token. Always `cesop-api`

          example: cesop-api

        paa_vegne_af_se:

          type: string

          description: |-

            The company identification number (SE) when the certificate holder is calling the CESOP services on behalf of said company

          example: 88664422

        nonce:

          type: string

          format: uuid

          description: Unique request identifier provided by the caller

          example: cdf29e73-0b06-4ee8-8ee4-09a383c8361a

      title: Token Request

    TokenResponse:

      required:

        - access_token

        - token_type

        - expires_in

        - scope

      type: object

      description: BAT token response

      properties:

        access_token:

          type: string

          description: Bearer token, issued by BAT, authenticating the caller

          example: |-

            eyJhbGciOiJSUzI1NiIsInR5cCIgOiAiSldUIiwia2lkIiA6ICJZbkxaeURUMXktV0ZqVWhYVWl2U2NIMWgyQ3p4WlFiS01jek5KT080WkxnIn0...

        token_type:

          type: string

          description: The type of the issued token. Always `Bearer`

          example: Bearer

        expires_in:

          type: integer

          format: uuid

          description: The duration of validity for the issued token, specified in seconds

          example: 180

        scope:

          type: string

          description: The scope forthe issued token. Always `openid certToJWT cesop-api`

          example: openid certToJWT cesop-api

      title: Token Response
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Vejledning til anskaffelse af OCES-certifikater 
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Typer af OCES-certifikater 
Der findes TEST-certifikater og PROD-certifikater. Begge er af typen organisationscertifikat. 
TEST-certifikaterne skal benyttes til at tilgå CESOP-DK TFE-miljø, mens PROD-certifikater skal 
benyttes til CESOP-DK PROD-miljø. 
 
Anskaffelse af OCES TEST certifikater 
OCES TEST-certifikater kan oprettes via Nem-Logins testmiljø. 
Følg Digitaliseringsstyrelsens vejledning om oprettelse af testorganisation og testbruger: 
https://cms.nemlog-in.dk/media/w0soirtb/mitid-erhverv-i-pre-produktionsmilj%C3%B8.pdf 
 
Eller følg guiden her: 
 
Trin 1 – Log in i MitID Testportal 
Gå til Testportalen: https://testportal.test-devtest4-nemlog-in.dk/BO 
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Trin 2 – Opret test brugerorganisation 
Opret test brugerorganisation ved at udfylde felterne: 


• Administrator-e-mailadresse 
• Password 
• Organisationstype 
• Sikringsniveau 
• Vælg "Opret" 
 


 
 
• Gem kvitteringens oplysninger 
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Trin 3 – Opret certifikatprofil 
Der opreWes nu en test brugerorganisaXon og en test bruger 


• Gå Xl loginsiden hWps://erhvervsadministraXon.devtest4-nemlog-in.dk/ 
• Vælg Test login 
• Log ind med det Xldelte brugernavn og selvvalgte password 


 


 
• Testportal vises for den opreWede test brugerorganisaXon 
 


 
• Vælg CerXfikater 
• Opret en cerXfikatprofil 
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Trin 4 – Opret test-certifikat 
Opret certifikat 
 


• Klik på den oprettede certifikatprofil 
• Vælg "Certifikater" 
• Vælg "Bestil nyt certifikat" 
• Udfyld formularen 
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• Bekræft oprettelse 
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Trin 5 – Udsted test-certifikat 
Udsted certifikat 
 


• Vælg "Udsted" på certifikatet 
• Vælg "Næste" og godkend betingelser 
• Vælg "Næste" og kopier adgangskode og opbevar den 
• Vælg "Næste" og download certifikatet 
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Trin 6 – Se test-certifikat oplysninger 
Find certifikatets oplysninger, til registrering af certifikatet hos SKAT 
 


• Vælg certifikater 
• Åben det udstedte certifikat i oversigten 
• Find organisationens navn og Subject UUID (alt efter "UI:DK-O:G:") 
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Anskaffelse af OCES PROD certifikater 
Bestilling af OCES PROD certifikater kan ske på erhvervsadministration for MitID Erhverv: 
https://erhvervsadministration.nemlog-in.dk/ 
 
Registrering hos SKAT 
Før et nyt certifikat kan tages i anvendelse på CESOP-DK, skal certifikatet registreres hos SKAT. 
 
Information om dette fås ved henvendelse til SKAT. 
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OCES Public Key 
Til API integration til CESOP-DK skal public key fra certifikatet anvendes til opsætning af TLS-
forbindelsen til CESOP-DK. Denne hentes fra certifikatet med OpenSSL. 
 


• Installer OpenSSL fra https://www.openssl.org/ 
• Åben shell kommandoprompt 
• Kør openssl kommando:  openssl pkcs12 -info -in <PFX fil> -nokeys 
• Brug adgangskoden i Enter Import password 
• Gem tekst fra og med ”-----BEGIN CERTIFICATE-----” til og med ”-----END CERTIFICATE-----” i en .crt tekstfil. 


 
Eksempel 
 
Følgende viser indholdet af den PFX fil (PSP-CESOP-TEST.p12) der blev hentet tidligere i 
vejledningen: 


Shell> openssl pkcs12 -info -in PSP-CESOP-TEST.p12 -nokeys  
Enter Import Password: 
MAC Iteration 2000 
MAC verified OK 
PKCS7 Data 
Certificate bag 
Bag Attributes 
    localKeyID: 9C 2D 26 05 66 61 F0 41 87 9D F3 27 E4 0D 0F 62 05 0F 88 59  
    friendlyName: PSP-CESOP-TEST 
subject=/CN=PSP-CESOP-TEST/serialNumber=UI:DK-O:G:8b0615a2-0668-4824-9c19-50e34152a20b/O=Testorganisation nr. 91706667/2.5.4.97=NTRDK-
91706667/C=DK 
issuer=/CN=Den Danske Stat OCES udstedende-CA 1/OU=Test - cti/O=Den Danske Stat/C=DK 
-----BEGIN CERTIFICATE----- 
MIIGijCCBL6gAwIBAgIUN4WEuVfln+5Iy7MzK7RpMwUNj1gwQQYJKoZIhvcNAQEK 
MDSgDzANBglghkgBZQMEAgEFAKEcMBoGCSqGSIb3DQEBCDANBglghkgBZQMEAgEF 
AKIDAgEgMGsxLTArBgNVBAMMJERlbiBEYW5za2UgU3RhdCBPQ0VTIHVkc3RlZGVu 
ZGUtQ0EgMTETMBEGA1UECwwKVGVzdCAtIGN0aTEYMBYGA1UECgwPRGVuIERhbnNr 
ZSBTdGF0MQswCQYDVQQGEwJESzAeFw0yMzA2MTgwNjQzMDZaFw0yNjA2MTcwNjQz 
MDVaMIGgMRcwFQYDVQQDDA5QU1AtQ0VTT1AtVEVTVDE3MDUGA1UEBRMuVUk6REst 
TzpHOjhiMDYxNWEyLTA2NjgtNDgyNC05YzE5LTUwZTM0MTUyYTIwYjEmMCQGA1UE 
CgwdVGVzdG9yZ2FuaXNhdGlvbiBuci4gOTE3MDY2NjcxFzAVBgNVBGEMDk5UUkRL 
LTkxNzA2NjY3MQswCQYDVQQGEwJESzCCAaIwDQYJKoZIhvcNAQEBBQADggGPADCC 
AYoCggGBALvg3l5D5gfkhstuzKzvLbKUBwGM/RRYK1eWcXebRqQU4vWCuRCQmQGf 
TWrXDtt4JUte6hvnQbpfTf7JH8l245vY5YCYLIzSFd8Hi2c6bpZD12rY9H9vK+7Y 
StFFYx0c86rW9xBYPKfQe5KUINU8viOnaLGz870YestveC5R77TbJ0xdDCh8Qrmm 
uGtyIsrRB3klRCdhmAUYsYgrDFBvgxcUD1k6D14tpC48pd/uQPww65fIKt/JSOCa 
GrOnyRDvY+QeBRvvdRanJY1Odh2ZZEwn+niYvR4PPbNNpNjQkYnjiXSXd3s00eQn 
oR0LUbEQIdzXzTPkjrWtS7/09nY77D96VOgGlW3WIYD507x5ictwvLGUWfIq2R++ 
KEra4psyyI5aMJ07WDFCBos2Rb0wuqlgJGJsPFqKiVSLj07dLJ/hK+NW80ppU7EA 
PAATY21rbotCUl9KR8DFazhYoyNty39laQOFwkRxyMumZcpuGW1YUNsPH9vcITyV 
RON6b6pCHwIDAQABo4IBhjCCAYIwDAYDVR0TAQH/BAIwADAfBgNVHSMEGDAWgBR/ 
KJ/ZcZlC4nXn1zV2Lk0IJW12XjB7BggrBgEFBQcBAQRvMG0wQwYIKwYBBQUHMAKG 
N2h0dHA6Ly9jYTEuY3RpLWdvdi5kay9vY2VzL2lzc3VpbmcvMS9jYWNlcnQvaXNz 
dWluZy5jZXIwJgYIKwYBBQUHMAGGGmh0dHA6Ly9jYTEuY3RpLWdvdi5kay9vY3Nw 
MCEGA1UdIAQaMBgwCAYGBACPegEBMAwGCiqBUIEpAQEBAwcwOwYIKwYBBQUHAQME 
LzAtMCsGCCsGAQUFBwsCMB8GBwQAi+xJAQIwFIYSaHR0cHM6Ly91aWQuZ292LmRr 
MEUGA1UdHwQ+MDwwOqA4oDaGNGh0dHA6Ly9jYTEuY3RpLWdvdi5kay9vY2VzL2lz 
c3VpbmcvMS9jcmwvaXNzdWluZy5jcmwwHQYDVR0OBBYEFDJcNQtGkMLEGGOq1QoR 
yGHvDsDqMA4GA1UdDwEB/wQEAwIF4DBBBgkqhkiG9w0BAQowNKAPMA0GCWCGSAFl 
AwQCAQUAoRwwGgYJKoZIhvcNAQEIMA0GCWCGSAFlAwQCAQUAogMCASADggGBAG96 
OTKSNsM3Iydu8uwnMw4vAJuhdiVBSXmCHw7HSduSqZHuSxoNWoIOWLKktWcqUT4Y 
rxnG1UG2ks12yJyJwZK3xVbdA4p0I+1oGe4xCFlCBU7jONTeCxP1R8WQySua4dYY 
+zXXH+DRmuGvWKfh4vE+S6aXo0hD7KGVUNmpjyPIaC/Z09f5L0V7JzRqIoyBPymb 
IkKJ2bvgLxu6lkTnkG2h9bZYbD1ThmzaayvAXFP7IQXKU7osazjVTDc0nhpkyeAh 
Gl2PVquAFUSvVsAoRm98/eue00mf13n7ACeftoaSlskiyl9EXBJUUc2vTdPDhQ+f 
hrgbD01hoSyNSl3C7O9fXqk1MEwPTdMxfEQqogmZm+bd7zBXjbu4WE2M0KejkceF 
Sh20ObAqytMqWRcO91UHbwlyU4xXFuGihdhpUY8j7ptY+tT5By3KlSmSsnXkB2vX 
sXFHad1+Fam+KZRHFO5pE0E9j17c6HyE63EuPhKIDBDlAc4vx5e3bHI6Jgwj7g== 
-----END CERTIFICATE----- 






